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An Overview 

In ternet  and emai l  a re  now the 
communica t ions l i fe - l ine of  most  o f f i ces .  
Techno log ica l  advances have thrown 
open a  vast  sea  of  opportun i t ies and 
poss ib i l i t ies  to  make improved usage of  
the Internet .  However ,  de lays  and non-
de l ivery  o f  ema i l s ,  v i ruses ,  spam mai l ,  
unauthor i zed access,  excess ive  usage of  
o f f ice  Internet  fac i l i t ies  for  persona l  use 
and other  re la ted i ssues have become 
ra ther  common and f requent .  Today,  
more  than ever  before,  in terrupt ions in 
Internet  connect iv i ty  and ema i l  de l ivery  
prob lems can severe ly  e f fect  the smooth 
operat ions of  any workplace .  Moreover ,  
o f ten organ izat iona l  resources  such as  IT 
exper t i se  and t ime and mind space to 
manage IT network  are l imi ted.   

The IQu inox su i te  i s  a  s ta te-of- the-ar t  
communica t ions p la t form des igned to  
meet  the ever-chang ing cha l lenges  of  the 
d ig i ta l  wor ld .  Whi le  the  Internet 
cont inues to present newer  poss ib i l i t ies  
to  make communica t ions more ef fec t ive 
and e f f ic ient ,  there  i s  a  need to  be ab le  
to  cap i ta l i ze  onto these opportun i t ies  and 
max imize i ts  ut i l i ty .  S imply  put ,  the 
cha l lenge i s  about mak ing more 
product ive  use of  the Internet .  

The IQu inox su i te  is  des igned to  put you 
in  charge and enab le you to  manage a l l  
forms of  d ig i ta l  communica t ion across  the 
enterpr ise.  I t  has  been bu i l t  to  serve as 
a  convergence p la t form where  a  s ing le  
conso le  o f  secur i ty ,  content f i l ter ing and 
usage management  too ls  can cont ro l  a l l  
forms of  communica t ions .  

 
We managed to  ach ieve a  s ign i f icant  cost  
reduct ion by  dep loy ing the IQuinox 
so lu t ion.  In  fac t ,  we have a l ready 
managed to  recover  the ROI.   
C .  Nagendra ,   
Deputy  Manager- Info Tech,   
Bharat  F r i t z  Werner  L td .   

 
T i l l  da te  we have not  encountered any 
v i rus nu isances ,  cour tesy  -  the Ant i -V i rus 
for  IQ Ma i l .   
Gautam Sarawgi ,   
Head of  IT,   
Overn i te  Express.  

 

The Product 

The IQuinox p la t form and i t s  modu les/  
app l ica t ions prov ide a l l  the necessary 
too ls  to:  

 Admin is ter  and Moni tor  a  content  
management po l i cy   

 Opt imize  usage o f  c r i t ica l  resources  
l i ke  bandwidth,  hardware and human 
resources   

 Prov ide essent ia l  secur i ty  benef i t s  
l i ke  ant i -v i rus  and ant i - spam 
protect ion across  the organ iza t ion 
and 

 Bui ld  a  chass is  for  an ef fec t ive 
work f low management  system 

 

The IQu inox su i te  compr ises  o f  the 
fo l lowing modules/  app l ica t ions:  

IQ Mail  i s  des igned to  o f fer  you a  
comprehens ive  emai l  so lu t ion wh ich 
inc ludes ema i l  po l icy  and secur i ty  
management,  ru le-based contro ls  and 
a l lows for  h igh leve ls  o f  customizat ion.  I t  
equ ips  power  user  organizat ions  that are  
look ing beyond emai l  connect iv i ty  in to  
the next  leve l  -  ensur ing that  ema i l  i s  
used for  opt imum product iv i ty  and 
e f fec t iveness .  

IQ Web  i s  des igned to prov ide  regu la ted 
shar ing and se lec t ive ly  a l low or  b lock 
Internet  access  and Messenger usage 
amongst  your  employees.  I t  a l so cons is ts  
o f  power  too ls  to  monitor  URLs v is i ted 
and f i les downloaded,  thereby prov id ing 
enhanced secur i ty .  

IQ Calendar  enab les  an organ iza t ion to 
prov ide i t s  users an advanced 
co l labora t ive ca lendar ing and schedul ing 
mechan ism.  I t  a l so  a l lows for  MS Out look  
connect iv i ty .  

A recent recognit ion from NASSCOM 

‘Showcase Company for IT innovation in India' 
stands as a proud testimony to the success of our 
offerings and the value they have added to the 
more than 4000 customers that we have.  

The IQuinox su i te  a lso  has opt iona l  p lug-
ins  namely Ant i -V i rus for  IQ Ma i l  and 
Ant i -Spam for  IQ Ma i l .   

Anti-Virus for  IQ Mail  i s  a  gateway 
leve l  ant i -v i rus  p lug- in  that  prov ides  a l l  
the capab i l i t ies  o f  a  wor ld-c lass  ant i -
v i rus ut i l i ty :  se l f - learn ing heur is t i cs  
eng ine,  automat ic  updates ,  cho ice  o f  
ac t ion and a le r ts  to  sender  and rec ip ient .  

Anti-Spam for  IQ Mai l  i s  a  power fu l  
heur is t ics  and Bayes ian based ant i -spam 
p lug- in  that  incorporates  co l laborat ive 
learn ings to make spam detect ion more 
accura te  and e f f ic ient .  
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Benefits for the Organization 

 Implementat ion and moni tor ing of  
Internet  and ema i l  po l ic ies  

 Increased product iv i ty  and e f f ic iency  

 User  and Group- leve l  Pr iv i leges for  
ma i l  and proxy  

 Supports  a l l  major  ma i l  and proxy 
protoco ls  

 Mai l  Transfer  schedu ler   

 Rule-based arch iv ing 

 Address  Book:   G loba l ,  Loca l  and 
Persona l  

 Rule-based Robot  serv ice  (G loba l )  

 Mai l  and Proxy  f i l te rs  

 Al ias  Emai l  Accounts  

 Secur i ty  (Gateway leve l  V i rus  and 
Spam protect ion,  SSL and ACL)  

 Comprehens ive ma i l  scann ing wi th 
c lean and de le te  opt ion 

 Spam detec t ion and contro l  
mechan ism 

 Auto download and updat ion o f  v i rus 
and spam def in i t ion f i les 

 Customizab le  IQu inox Home Page 
(Current  events/  Company news/  
Message of  the day)   

 Backup Schedu ler   

 Great  va lue for  money 
 

Benefits for the User 

 Improved,  s t reaml ined 
communica t ions 

 Higher  e f f ic iency  and Product iv i ty  

 Sing le  Log in/  S ign- in  

 Ind iv idua l  ema i l  IDs 

 Anywhere  Ma i l /   Trave l ing user  

 Auto responders  

 Sender  Authent ica t ion 

 Rule-based Robot  serv ice  (User  leve l)  

 WebMai l  w i th  advanced features  
 

Benefits for the Administrator 

 S ing le  window admin ist ra t ion and 
moni tor ing 

 Comprehens ive  remote admin is t ra t ion 
capab i l i t ies  

 User  and Group- leve l  ru le  contro l  

 User  proper t ies  templa tes  

 Deta i led logg ing and s tat i s t i cs   

 Context  sens i t i ve  he lp  

 

Technical  

IQu inox has been comple te ly  bu i l t  us ing 
Java,  essent ia l  ma i l  management  fea tures 
have been pre- loaded and f ine- tuned for  
bet ter  per formance.  What  we ca l l  a  
s t reaml ined and t ight ly  eng ineered 
product .  S ince i t  has been deve loped 
us ing Java ,  i t  i s  p la t form independent 
and works on a l l  popu la r  Operat ing 
Systems.  

I t  i s  ava i lab le  in  var ious User  Pack  s i zes 
(6-user ,  12-user ,  25-user ,  50-user ,  100-
user ,  250-user ,  500-user ,  1000-user) .  
Corporate l icences are  a lso ava i lab le  for  
mul t i - loca t ion c l ients .  
 

Company Profi le 

Estab l i shed in  1995,  QLC is  one of  the 
p ioneers  and leaders  in  In ternet and 
emai l  product iv i ty  so lut ions  in Ind ia .  We 
have d is t i l led  our exc lus ive exper t ise  in 
Internet  and emai l  techno log ies  and 
years  o f  exper ience in to  3  s ta te-o f- the-
ar t  o f fer ings:  PostMaster ,  IQu inox and 
Ma i lServe.  These are  des igned to  
s t reaml ine,  cont ro l  and moni tor  the f low 
of  In ternet and emai l  communicat ions ,  
thereby,  s ign i f icant ly  inc reas ing the 
organ iza t ion 's  product iv i ty  leve ls  and 
prov id ing complete  peace of  mind.   

Wi th over  5000 insta l la t ions ac ross the 
country  and outs ide ,  these o f fe r ings  have 
ga ined the trus t ,  respec t  and conf idence 
of  thousands of  users .  Wi th more than 
750 par tners  and support  a t  more than 
40 locat ions around the country ,  QLC i s 
commit ted to  prov id ing you loca l  support  
o f  g loba l  s tandards .  Our  products  have 
won acco lades f rom lead ing companies 
l i ke  Sun Microsystems,  Nove l l ,  
Tucows.com, and CNet  amongst  severa l  
o thers .  
 

Our Cl ients 

Our c l iente le  inc ludes a  s t rong and loya l  
mix  o f  sma l l ,  med ium and la rge 
enterpr ises ac ross  var ious indust ry  
segments  and geograph ies.  A par t ia l  
c l ient  l i s t  o f  products  and serv ices:   
Avon Beauty Products ,  Ba la j i  Te le f i lms,  
Bata ,  Berger  Pa ints ,  Bhara t  Sanchar  
N igam Ltd. ,  Eveready,  Have l l ' s  Ind ia ,  
H industan Motors,  Ind ian Army,  Ind ian 
Ra i lways,  ISRO,  Kenstar ,  Nero lac  Pa ints ,  
O i l  Ind ia  L td . ,  Overn i te  Express  L td . ,  
Ranbaxy Laborator ies,  Un i ted Bank o f  
Ind ia ,  UTV,  V ideocon to  name a few. 

 
 

For  a  f ree  download o f  a  t r ia l -vers ion o f  IQu inox v is i t  www.q lc . in ,  or  ca l l  us  for  a  no-
ob l igat ion f ree product  demo.  
 

www.qlc.in
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IQ-Mail  

IQ-Mai l  i s  the standard bearer  of  the 
IQuinox p lat form -  a  f ramework that  
prov ides user  customizab le ru les to 
int roduce process and measurabi l i ty  
in to the Internet communicat ion 
channels  that  an organ izat ion uses.  

Star t ing wi th i ts  browser-based 
inter face to a l low 'anywhere,  anyt ime 
access ' ,  IQ-Mai l  has been des igned 
keep ing the admin is trator  in  mind.  
More important ly ,  i t  i s  bu i l t  keeping in 
mind the admin is t rator ' s  need to 
implement and keep evolv ing a robust 
and sca lab le e-mai l  usage po l icy  for the 
organ izat ion.  

New features that  have been added 
inc lude act ivat ing automat ic  de l ivery 
not i f icat ions f rom a remote PostMaster 
or  IQ-Mai l ,  mult ip le  domain handl ing 
wi th customizab le s ignatures for each 
domain and the ru les-based Robot .  
Coupled with a number of  interna l  
tune-ups,  you can ach ieve even bet ter 
resu l ts  by dep loy ing IQ-Mai l .   

Ant iV i rus For  IQ-Mai l  a p lug- in for IQ-
Mai l  i s  an ant i -v i rus so lut ion des igned 
and opt imized for  work ing wi th IQ-Mai l ;  
Ant iV i rus For  IQ-Mai l  ensures that  your  
network is  protected f rom e-mai l  borne 
v i ruses at the po int of  entry .  The 
At tachment Contro l  feature g ives you 
even more contro l  over  the content 
that enters and leaves your network.  

IQ-Mai l  a lso a l lows you to p lug in 
Ant iSpam For IQ-Mai l ,  the ant i -spam 
so lut ion des igned and opt imized for IQ-
Mai l ;  Ant iSpam For IQ-Mai l  i s  a 
powerfu l  heur ist i cs  and Bayes ian based 
ant i -spam p lug- in that  incorporates 
co l laborat ive learn ings to make spam 
detect ion more accurate and eff ic ient .  

 

IQ-Mail  Evaluation Criteria 

You know you need IQ-Mai l  i f  any of  
the fo l lowing statements descr ibes your 
need:  

 E-mai l  is  the most  important 
medium of  communicat ion for  your 
organizat ion;  but  users  s t i l l  tend to 
use the phone to check i f  e-mai l  
has been rece ived!  

 You encounter  compla ints  about e-
mai l  tak ing too much t ime,  or  not  
knowing whether  e-mai l  has 
reached even wi th in your 
organ izat ion.  

 You need to manage e-mai l  ID 's  
based on more than one Internet  
domain -  and mainta in s tandards 
and response leve ls  for  a l l  of  them. 

 You' re sure that  many people are 
abus ing the i r  e-mai l  pr iv i leges,  but  
don ' t  know what to do about i t .  

 You' re not sure i f  e-mai l  is  
responded to on t ime,  but  don ' t  
know i f  th is  can be moni tored & 
how. 

 There have been too many 
d isrupt ions of  your network due to 
v i rus infect ions -  people outs ide are 
compla in ing of  infected e-mai l  f rom 
your network.  

 Your admin is trator i s  forever  
t roubleshoot ing e-mai l  re la ted 
compla ints .  

 You fee l  your  organizat ion is  not  
making best use of  e-mai l .   

I f  one or  more of  the above statements 
i s  app l icab le  to you,  then do get  in  
touch and we' l l  be happy to te l l  you 
what  more you can ach ieve wi th IQ-
Mai l  component of  the IQuinox su i te .  

 

 

Key Features  

 Mul t ip le  doma ins  suppor t   Suppor t s  a l l  ma i l  p ro toco l s   Access  Cont ro l  L i s t s  

 Mai l  T rans fe r  schedu le r   S imu l taneous  Send-Rece ive   Popu la r  ma i l  c l i en ts  suppor t  

 Auto  ema i l  rou t ing   Ind iv idua l  ema i l  IDs   Anywhere  Ma i l  

 Trave l ing  user   Incoming Ma i l  Fo rward ing    Outgo ing  Ma i l  Fo rward ing  

 Smar t  Auto- responder   Account  Management   Emai l  A l i as  Accounts  

 Ema i l  a r ch iv ing   Ru le  based Arch iv ing   Rea l  T ime RBL  Checks  

 Sender  authent i ca t ion   SSL  enab led  se rvers    SSL enab led  c l i en ts  

 Robot  se rv i ce  (G loba l /User )   Mai l  F i l t e r s   De l i ve ry  Not i f i ca t ions  

 Mai l  Modera t ion   Standard i zed  ema i l  foo te r   Schedu led  Conf ig  Backup  
 WebMa i l  Mu l t i  f o l de r  suppo r t   WebMa i l  HTML V i ew/Compose   Ema i l  To  SMS  suppo r t  

 Globa l  Address  Book   Loca l  Address  Book   Persona l  Address  Book  
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Gateway Level AntiVirus Protection 

Ant i -v i rus sof tware is  about  min imiz ing, 
i f  not  e l iminat ing the impact  that  a  new 
or  part icu lar ly  mal ic ious st ra in of  v i rus 
cou ld have on your  network.  And i t ' s  
about do ing th is  as  conven ient ly  as 
poss ib le .   

Thus idea l ly ,  i f  you have a so lut ion that 
of fers  the best  poss ib le  protect ion for 
known v iruses and an equa l ly  thorough 
mechanism of  keeping i t  regular ly  
updated,  then the r isk  to your network 
f rom v irus at tacks is  great ly  reduced.  

Gett ing that  protect ion at the server  
leve l  -  which is  the gateway into your 
network -  tack les the potent ia l  threat 
before i t  has a chance to penetrate 
fur ther into your network.  

 
Tackl ing The Problem 

Let ' s  take a qu ick look at  how your e-
mai l  system works.  When you send out 
a message f rom your e-mai l  c l ient ,  th is  
i s  re layed to PostMaster ,  which accepts 
i t  and queues i t  for  de l ivery  when i t  
d ia ls  out  next .  Next t ime IQ-Mai l  
connects  to the Internet ,  i t  contacts  an 
Internet-based Mai l  Server ,  and 
t ransmits  th is  message for  onward 
de l ivery .   

The message then moves across the 
Internet  to the rec ip ient ' s  Internet-
based Mai l  Server ,  where the POP3 
(Post  Of f ice Protoco l)  server  sof tware 
accepts  the message and stores i t .  The 
rec ip ient  rece ives the messages stored 
in  h is  POP3 account ,  the next  t ime he 
connects to co l lect  h is  messages.  

Th is  ent i re process is  reversed when 
someone sends you a message.   

Thus,  the Internet-based POP3 server  
i s  the f i rs t  po int  of  entry of  e-mai l  in to 
your network.  

Th is  means that  there are potent ia l ly  
three po ints  at  which an Ant i -v i rus 
so lut ion can be put  to work,  namely 

 On the Internet  server ,  outs ide of  
the network,  

 On the network mai l  server ,  i .e .  the 
mach ine on which IQ-Mai l  has been 
insta l led,  and 

 On every node,  or  ind iv idua l  
desktop mach ine.  

 

AntiVirus For IQ-Mail  

Ant iV i rus for  IQ-Mai l  runs on your 
IQuinox machine,  which is  the e-mai l  
gateway into your network. Th is 
ensures that  scann ing is  completed 
before the message is  de l ivered to the 
rec ip ient  -  the dec is ion and u l t imate 
respons ib i l i ty  of  what to do wi th 
in fected messages is  thus taken away 
f rom the end-user .   

In  a busy of f ice env i ronment, wi th 
users who may not  be complete ly aware 
of  the damage that  v i ruses can wreak,  
i t ' s  a l l  too easy to open an in fected e-
mai l ,  par t icu lar ly  i f  the at tachment has 
a suf f i c ient ly  tempt ing name and comes 
f rom a known source.  And th is  is  
prec ise ly  the loophole that  worms 
exp lo i t  -  of ten creat ing immense 
damage.  Therefore, protect ion at the 
server ,  where infected messages are 
c leaned before be ing de l ivered to the 
rec ip ient ,  i s  safer  and more product ive.  

Ant iV i rus for  IQ-Mai l  i s  in tegrated 
t ight ly  wi th IQ-Mai l  and the ent i re 
IQuinox su i te  of  products .  Hence 
Ant iV i rus for  IQ-Mai l  de l ivers  opt imum 
eff ic iency in  message scanning at the 
at tachment and content leve l .   

 
What AntiVirus For IQ-Mail  Offers  

Ant iV i rus for  IQ-Mai l  prov ides a l l  the 
capabi l i t ies  of  typ ica l  ant i -v i rus ut i l i ty:  

 Choice of  act ion 

 Aler ts  to sender & rec ip ient  

 Self - learn ing heur ist ics engine 

 Automat ic updates 

 
Attachment Control  

This  feature is  in tended to g ive you 
contro l  over e-mai l  content ,  in  addit ion 
to protect ion f rom mal ic ious content .  
With the amount of  object ionable 
mater ia l  spreading over  e-mai l ,  th is  
becomes a gateway- leve l  f i l ter  for  such 
content .  Not  to ment ion f i l ter ing 
sens i t ive mater ia l  be ing sent  out of  
your network.   

Ant iV i rus For  IQ-Mai l  can even scan for  
at tachments wi th in  z ip f i les .  Th is  lets  
you manage mal ic ious & object ionable 
content  that  enters /  leaves your 
network,  g iv ing you f i rs t  set  of  too ls  to 
lay down an e-mai l  usage po l icy .   
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Gateway Level AntiSpam Protection 

Given the st rengths & weaknesses of  
the spam handl ing technolog ies 
ava i lab le ,  our  approach to spam 
f i l ter ing has been to combine content  
ana lys is  with user  cho ice.  Th is has 
been ach ieved by layer ing mult ip le 
spam ident i f i cat ion techniques - 
SpamDef 's ,  g loba l  and user  def ined 
f i l ters ,  heur is t ic  content  ana lys is , 
Bayes ian f i l ters  & last  but  not  least ,  
adapt ive learn ing through user  
co l laborat ion.  Ant iSpam For IQ-Mai l  i s  a 
product  of  th is  mul t i - t ier  screening 
log ic .  To st r ike the proper ba lance 
between ef fect ive spam detect ion,  wi th 
min imal fa lse pos i t ive tagg ing.   

How It Works  

Unl ike ant i -v i rus appl icat ions,  ant i -
spam programs wi l l  not  de lete spam 
messages because of  the very nature of  
spam, i .e .  what  may be spam for one 
organizat ion may not  be for  another .  
For  instance,  computer  hardware 
market ing newslet ters may become 
spam for many organizat ions,  but wi l l  
not  be spam for  a system integrator.  Or 
messages wi th the subject  ' Interest 
Free Loans '  may be spam for  most  
organizat ions but  may be part  of  
regular  bus iness communicat ion for  
banks and f inance companies .   

G iven th is  'grey '  behav ior  of  spam, any 
ant i -spam system wi l l  not  de lete a 
message,  on ly  tag or  labe l  i t  as  spam, 
based on the ava i lab le  ru les and 
technology i t  fo l lows.  The power of 
act ing on th is  tag is  in  the hands of  the 
organizat ion or  the f ina l  rec ip ient .   

Ant iSpam for  IQ-Mai l  runs on your 
IQuinox machines and is  integrated 
t ight ly  wi th IQ-Mai l  and the ent i re 
IQuinox su i te  of  products .  Hence 
Ant iSpam for  IQ-Mai l  de l ivers  opt imum 
eff ic iency in screen ing message .  

Integrat ion of  the spam-detect ion 
methodologies in  the proper sequence 
has resu l ted in a  robust  and h igh ly 
ef f ic ient  ant i -spam so lut ion that  boasts  
scores among the best in  the industry  
and the wor ld today. Mak ing for the 
most  compel l ing va lue for  IQuinox 
customers.   

On successfu l  t ra in ing Ant iSpam For  
IQ-Mai  has re l iab ly  de l ivered greater 
than 99% spam detect ion and tagg ing,  
wi th less  than 0.5% of fa lse pos i t ives.  

 

AntiSpam For IQ-Mail  

Ant iSpam For IQ-Mai l  uses the fo l lowing 
approach to spam detect ion & tagg ing.  

Fi ltering 
White & Black, Global & Individual   
This  forms the f i rs t  spam barr ier .  
Messages processed by Ant iSpam For 
IQ-Mai  are f i rs t  f i l tered by whi te l i s ts 
and b lack l is ts  mainta ined at  the user 
and system (or  g loba l)  leve l .  These 
l i s ts  a l low messages to be immediate ly  
tagged as spam, based upon the emai l  
header of  the mai l .  The message gets 
tagged at the f i rs t  cr i ter ia  match,  thus 
opt imiz ing resource usage.   

SpamDefs &   
Heurist ic Content Screening  
Unl ike f i l ters ,  heur is t ic  processes are 
not  re l iant on pre-estab l i shed formulas,  
instead us ing exper ient ia l  learn ing to 
determine whether  a message may be 
spam. SpamDefs operate on the same 
pr inc ip le  as v i rus def in i t ions -  a  set  of  
g loba l ly  known and accepted 
f ingerpr ints of  spam mai l .  Ant iSpam For  
IQ-Mai  compares pat terns of  incoming 
messages with those in  i ts  database, 
us ing Bayes ian a lgor i thms,  to ident i fy  
spam. Spam is  mutat ing and evolv ing 
even faster  than v iruses,  so the 
pat terns keep changing and growing.  
SpamDef database updates i tse l f  
regu lar ly  f rom our servers  through the 
Auto-download feature of  Ant iSpam For  
IQ-Mai .  

Collaborative Learning  
With Bayesian Algorithms 
F i l ters  and SpamDefs are extremely 
powerfu l  barr iers  against  spam. But 
g iven the essent ia l  nature of  spam, i .e .  
spam l ies in  the eyes of  the beholder ,  
because the mai l  i s  unso l ic i ted.  To 
address th is  i ssue,  the next  layer  of  
screen ing is  based on understanding 
the rec ip ients '  categor izat ion of  what is  
spam for  the organ izat ion and h imse l f .  
Learn ing takes p lace by requ i r ing users 
to c lass i fy  the i r  incoming mai l .  The 
heur is t i cs engine captures the 
' f ingerpr int '  in format ion f rom the 
message and bu i lds  in to i ts  knowledge-
base and the system thus learns.  Even 
a smal l  t rusted group of  users  can t ra in 
the system up and the system then 
appl ies  th is  learn ing for the ent i re 
organizat ion.  Thus co l laborat ive,  
learn ing bu i lds  a custom spam-f i l ter ing 
system ta i lored for the organ izat ion.  
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Net Access Without Excess 

What is  a Proxy Server 

The pr imary use of  a  proxy server  is  to 
a l low users  access to the Internet  f rom 
with in  a network.  Anyone wi th in  a 
network can now have fu l l  Web access 
wi th min imum effort  and without  
compromis ing secur i ty .   

The proxy server  l is tens for  requests 
f rom users wi th in  the network and 
forwards these requests  to remote 
internet  servers .  The proxy server  
reads responses f rom the externa l  
servers  and then sends them to in terna l  
users .   

You can use a proxy server  in  a  number 
of  ways,  inc lud ing:   

 Permit t ing and restr ic t ing c l ient 
access to the Internet  based on the 
c l ient IP address  

 Cach ing documents for  in terna l  
documents  

 Select ive ly  contro l l ing access to the 
Internet  and subnets  based on the 
submit ted URL  

 Prov id ing Internet access for 
companies us ing pr ivate networks  

 Convert ing data to HTML format so 
i t  i s  readable by a browser  

 
Introducing IQ-Web 

A proxy server  that  works as a contro l  
system for opt imiz ing work-re la ted 
usage of  Internet  resources.  

IQ-Web is  a  proxy server  that  enables 
mul t ip le  users  to access the Internet  
s imultaneous ly through one shared 
Internet  connect ion. IQ-Web a l lows 
organizat ions to g ive contro l led access 
to the Internet .  I ts  features l ike 
"act iv i ty  logging" and "whi te"  and 
"b lack" l i s ts  of  s i tes  ensure that the 
web is  used for on ly  bus iness purposes.  

Benefits 

IQ-Web puts  you in  contro l  and gives 
you a choice -  to complete ly  control ,  or  
to set  up a reassur ing mix of  usefu l  
and contro l led Internet access.   

I t ' s  a  too l  that you can use in  perfect 
harmony wi th your organ izat iona l 
po l ic ies .  Now your po l ic ies  can be made 
complete ly  f lex ib le wi th no compromise 
on secur i ty  concerns.  

 

IQ-Web Features 

Protocol  Support  
 Supports  a l l  major  protoco ls  HTTP, 

FTP,  SOCK and RAV 
 TCP Port  Mapping fac i l i ta tes  

support  for  propr ietary protoco ls  

User Control  
 Restr ic t  access for every user on 

whether  the user  can browse,  use 
f tp ,  instant messenger or  in ternet  
chat .  

 Restr ic t  user  access to the internet 
based on the t ime of  the day.  The 
user  can browse on ly  dur ing 
spec i f ied t ime range.  

 Restr ic t  user  access to the internet 
based on amount of  t raf f ic  caused 
by the user  in  the day.   

Multiple Authentication Mechanisms 
 UserPass -  a l lows on ly va l id  users  

to access the Internet  based on 
password authent icat ion 

 EasyAuth - wi l l  not  ask for  user 
name /  password for any HTTP 
requests;  a l l  users are presumed to 
be logged in as admin 

 CacheAuth - wi l l  ask for  user name 
/  password on ly for the f i rs t  HTTP 
requests coming f rom a machine.  

Activity Control  
 Restr ic t  access wi th s i te  f i l ter ing by 

spec i fy ing a b lack l i s t  of  URLs 
 Monitor  brows ing act iv i ty  through 

logg ing and rea l - t ime moni tor  
 Contro l  nature of  browsing by 

restr ic t ing access to protocols  
(SOCKS for  Instant Messengers ,  
RAV for  s t reaming audio-v ideo, 
etc .)  

Bandwidth Optimization 
 Save bandwidth by b lock ing heavy 

ad images & downloads   
 Load f rom cache of  s tat ic  pages of  

f requent ly v is i ted s i tes  
 For d ia l -ups,  d ia l  on ly  when there is  

a  request  for  brows ing  

Security 
 User authent icat ion ensures on ly 

va l id  usage 
 Access Contro l  L is t  to prevent 

hackers  

 Support  ava i lab le  for user  level  
logg ing / act iv i ty  moni tor ing 
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Scheduling & Col laboration 

The d i f ference between a wi ld ly  
successfu l  bus iness and one that  i s  
s t ruggl ing to surv ive is  of ten qu i te  
smal l .  Successfu l  bus inesses have 
employees that  know what to do and 
when to do i t .  S t rugg l ing bus inesses 
are of ten scenes of  chaos, wi th 
employees unaware of  the status of  
the ir  ass ignments or  even the ir  ro le  in  
a part icu lar  project .  The key to 
coord inat ing employee ef for ts  i s  
groupware or  co l laborat ion sof tware, 
and the schedul ing ca lendar is  the 
cornerstone of  great groupware.  

IQ-Calendar,  an easy-to-use schedul ing 
ca lendar ,  i s  now an integra l  part  of  our 
IQuinox su i te .  With no sof tware to 
download,  update or backup,  your 
employees can access the schedul ing 
ca lendar  f rom any computer  wi th your 
network.  

IQ-Calendar enables an organizat ion to 
prov ide i ts  users  with a ca lendar ing / 
schedul ing mechanism. IQ-Calendar 
a l lows users  to def ine tasks,  events 
and conferences.   

Emai l  /  Qu ickMsg based a ler ts  wi l l  act  
as  reminders to the users '  task,  events 
and conferences.  Reminder a ler ts  wi l l  
be generated pr ior to the events  as per 
the spec i f ied t ime.  I f  the a lert  t ime is  
missed (because of  system be ing down 
or  stopped),  a ler ts  wi l l  s t i l l  be 
generated (on the next s tart -up) .  

The IQ-Calendar enables users to 
access the ir  ca lendar f rom anywhere on 
the network by s imply  access ing the 
IQuinox computer  us ing a web browser 
l ike Internet  Exp lorer  or  Netscape 
Nav igator .   

IQ-Ca lendar prov ides a centra l i zed 
storage of  the users '  ca lendars and a lso 
enables shar ing of  users '  ca lendars  as 
per the i r  preferences.  

Centra l ized maintenance even means 
that  Admin can post  da i ly  not ices which 
are d isp layed to a l l  users who log in and 
v iew the i r  ca lendar .  Conf igurab le 
week ly  and annual  ho l idays and 
conf igurab le categor ies for  act iv i t ies 
prov ide unsurpassed f lex ib i l i ty .  

In short ,  you wi l l  wonder how you 
managed your t ime before t ime 
management us ing IQ-Ca lendar 

 

IQ-Calendar Features 

The features prov ided wi th in  IQ-Ca l  
inc lude:  

Calendar Viewing  
IQ-Ca l  prov ides an easy and user-
f r iend ly  way to v iew your act iv i t ies .  IQ-
Cal  prov ides a month ly ,  week ly  as wel l  
a  da i ly  v iew.  Nav igat ion f rom one day 
to other or  changing of  the v iew is  a 
s imple one c l i ck  operat ion.  In addit ion 
to th is  search and f i l ter  fac i l i t ies  
prov ided makes i t  easy to locate an 
act iv i ty .  

User Specif ic  Activity  
[Task / Date-Reminders / Events]  
IQ-Cal  a l lows users  to set  act iv i t ies l ike 
Tasks -  a ToDo, Date-Reminder -  a  
repet i t ive ToDo (Week ly ,  Month ly ,  
Annua l) ,  Events  -  an act iv i ty  on a 
spec i f i c  date & t ime (or  for  a t ime 
range).  

Collaborative Activity  
[Conferences / Invitations]  
IQ-Cal  a l lows users  to set  act iv i t ies l ike 
conferences.  Conference,  is  a  "common 
/  shares event for mult ip le  users".  A 
user  (In i t ia tor)  want ing to set  up a 
conference f i rs t  ident i f ies  the other 
users  who are to be part  of  the 
conference.  The user  sends an 
"Inv i tat ion" to a l l  the ident i f ied users 
( inv i tees) .  Inv i tees wi l l  rece ive an a ler t  
v ia l  emai l  or  qu ick-msg.  The Inv i tees 
on rece iv ing the inv i tat ion wi l l  respond 
by "Accept ing" or  "Reject ing" the 
Inv i ta t ion.  

Outlook Connectivity  
IQ-Cal  prov ides a seamless in tegrat ion 
wi th Microsof t  Out look. I f  you have a 
network of  Out look Users ,  a l l  of  them 
can v iew other  users  "f ree-busy-t ime".  
Out look Users can send inv i tat ions to 
other  Out look users  who can accept  or  
re ject  the inv i tat ion.  Ca lendar for  both 
these Out look users is  automat ica l ly  
updated.  Seamless in tegrat ion is  a lso 
poss ib le for a user not  us ing Out look to 
co l laborate wi th an Out look User and 
v ice versa.  

Collaborative Calendar Viewing  
IQuinox WebCal  a l lows you to v iew the 
ca lendars of  other  WebCal  users  or 
even Out look users .  Th is  enables the 
users  check the " free-busy-t ime" of  
other  users before in i t ia t ing a 
co l laborat ive act iv i ty .  
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Advanced User Management 

A typ ica l  requi rement of  a mul t i -
locat ion organizat ion us ing IQuinox is  
to add / de lete users in  remote 
locat ion.  A long with the user  
in format ion, the POP3 account 
informat ion a lso needs to be added / 
updated /  de leted.   

New User or  POP3 Account in format ion 
genera l ly  or ig inates f rom the server-
admin in  a centra l  locat ion and is  
propagated to server-admin of  a remote 
locat ion.  Sending such in format ion over 
the mai l  is  prone to be erroneous 
( t ranscr ipt ion errors)  or  cou ld invo lve 
an unacceptab le de lay in  creat ing such 
accounts  loca l ly .  In case of  any errors ,  
t rouble-shoot ing the prob lem becomes 
a t ime-consuming act iv i ty .  

IQuinox Advanced User  Management 
(AUM) component (Server & C l ient)  i s  
bu i l t  to  automate and prov ide a 
centra l ized so lut ion to manage Users 
Accounts & POP3 Accounts (add /  ed i t  /  
de lete /  move).  Advanced User 
Management (AUM) works as a c l ient-
server  system and is  a  part  of  the 
IQuinox f ramework i .e .  a  module in  
IQuinox ( l ike IQ-Mai l  /  IQ-Web).  

Once AUM-Cl ient-Server  conf igurat ion 
is  implemented,  User Management and 
POP3-ccounts  Management happens 
on ly through the AUM-Server  & AUM-
Cl ient  t ransact ions.  The data-which is  
be conf igured through AUM-Server  i s  
d isp layed as ReadOnly in  the IQuinox 
where AUM-Cl ient  is  invoked.  

A l l  IQuinox where the AUM-Cl ient  i s  
invoked wi l l  per iod ica l ly  connect  to the 
AUM-Server and update the User 
Account  and the POP3-Account in fo 
based on the conf igurat ions done at 
the AUM-Server  leve l .  I f  AUM-Cl ient  is  
enabled,  before every POP3 download, 
the AUM-Sync wi l l  happen.  Th is wi l l  
ensure that IQ-Mai l  has the latest user 
in format ion before downloading & 
d is t r ibut ing the mai ls .   

Key Benefits 

 Centra l ized User  & POP3 Account 
Management 

 El iminate User  & POP3 informat ion 
t rave l ing over  mai l ;  more secure 

 El iminate de lays and prob lems in  
creat ing of  remote users and POP3 
account  

 

How AUM-Client-Server Work 

The fo l lowing is  a  br ie f  descr ipt ion of  
how AUM works:  

1 .  The AUM-Server  l i cense is  invoked 
on a computer runn ing IQuinox and 
is  des ignated as the "centra l  
computer" .   

2 .  The AUM-Cl ient l i cense is  invoked 
on a l l  other computers runn ing 
IQuinox wi th in the organizat ion.  

3 .  The AUM-Server  computer  must  be 
access ib le by a l l  AUM-Cl ient 
computers  e i ther  over  WAN or  over 
the Internet .  F ixed IP Address 
through which AUM-Cl ients  can 
connect  to AUM-Server  is  
mandatory.  

4 .  User Account & POP3 Account data 
f rom ex is t ing IQuinox / PostMaster 
(on which AUM-Cl ient  i s  now 
insta l led)  i s  exported and then 
imported into the IQuinox where 
AUM-Server  i s  runn ing.  

5 .  Thereaf ter ,  the data-which is  
conf igured through AUM-Server  wi l l  
be d isp layed as ReadOnly  in  the 
IQuinox where AUM-Cl ient  is  
invoked.  

6 .  The AUM-Server  Admin now can 
make any changes in User  Accounts  
and POP3 Accounts as requ i red.  

7 .  Before every POP3 download,  the 
AUM-Cl ient connects  to the AUM-
Server  and the AUM-Sync happens.  

AUM-Sync is  process of  t ransferr ing the 
latest  addi t ions,  updates or  de let ion to 
the User  and POP3 Accounts for the 
locat ion.  Th is  ensures that  IQ-Mai l  
where AUM-Cl ient  i s  insta l led has the 
la test  User  and POP3 Account 
informat ion before downloading & 
d is t r ibut ing the mai ls .  

The AUM-Server  & AUM-Cl ient  sync 
process involves the fo l lowing: 

 Adding A New User  
 Edi t ing A User  
 Delet ing A User  
 Moving User  From One Locat ion To 

Another  
 Adding A New POP3 Account  
 Edi t ing a POP3 Account  
 Delet ing a POP3 Account  
 Moving POP3 Account f rom one 

locat ion to another  
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SyncBooks For IQ-Mail  

A typ ica l  requi rement of  a mul t i -
locat ion organizat ion us ing IQuinox is  
to  have a conso l idate l i s t  o f  a l l  the 
users  in  the organizat ion.  S imi lar ly  a  
combined “Globa l  Address Book” of  a l l  
IQuinox running across the country 
would a lso be very usefu l .  

IQuinox SyncBook component fac i l i ta tes 
synchron izat ion of  Corporate and 
Master  G loba l  Address book in a 
mul t ip le- locat ion insta l la t ion of  
IQuinox.   

Corporate Address Book prov ides a 
mechanism to conso l idate the Loca l  
Address Book of  IQuinox at  a l l  the 
locat ions and d isp lay the same in  the 
Address Book opt ion of  the users ’  
WebMai l .  IQuinox can a lso be 
conf igured to inc lude th is  address book 
in LDAP Quer ies .  

Master  G loba l  Address Book prov ides a 
mechanism to conso l idate the Globa l  
Address Book of  IQuinox at  a l l  the 
locat ions and d isp lay the same in  the 
Address Book opt ion of  the users ’  
WebMai l .  IQuinox can a lso be 
conf igured to inc lude th is  address book 
in LDAP Quer ies .  

IQuinox SyncBook component is  bu i l t  to 
automate and prov ide a centra l i zed 
so lut ion to conso l idate the Corporate 
Address Book and Master  G loba l  
Address Book.  SynBook works as a 
c l ient-server  system and is  a  part  of  
the IQ-Mai l  f ramework i .e .  a  p lug- in to 
IQ-Mai l  ( l ike Ant iV irus For  IQ-Mai l  /  
Ant iSpam For IQ-Web).  

Key Benefits 

Regular ,  t rouble- f ree and more 
important  loca l  (and a lso through 
Internet)  ava i lab i l i ty  of  Corporate 
Address Book and Master  G loba l  
Address Book to a l l  emai l  c l ients  which 
can connect to LDAP Server  of  IQuinox.  

Corporate Address Book and Master  
G loba l  Address Book is  ava i lab le to a l l  
users who use IQuinox WebMai l .  

S ince SyncBook operat ions are 
scheduled (no manual  in tervent ion) the 
Corporate Address Book and Master  
Global  Address Book are a lways up-to-
date.  

 

 

How SyncBooks For IQ-Mail  Works 

The SyncBook Server  a l lows SynBook 
C l ients  to up load the address book 
deta i l s  (emai l ,  contact name and other 
deta i l s)  s tored in  the Loca l  Address 
Book and Global  Address Book of  the 
respect ive locat ions.   

Af ter  the up load is  completed, the 
IQuinox SyncBook Server has 
conso l idated Loca l  Address Book and 
Global  Address Book 

At  th is  po int ,  SyncBook Server  a l lows 
the SyncBook C l ients  to download the 
Corporate Address Book (the 
consol idated Loca l  Address Book) and 
the Master G loba l  Address Book ( the 
conso l idated Global Address Book).   

Once these books are downloaded by 
the SyncBook C l ients ,  the interna l  
database is  updated and the Corporate 
Address Book and the Master  G loba l  
Address are ava i lab le loca l ly .  

SyncBook Server 

The SyncBook Server  module a l lows you 
to manage Locat ions and the Address 
L is t  mapped to the locat ion.   

Locat ions Management cover 
maintenance of  deta i l s  of  c l ient 
mach ines that can connect  to the 
SyncBook server  and download address 
book deta i ls  of  users as up loaded by 
the SyncBook c l ients  of  the var ious 
locat ions.  

AddressBook component of  the 
SyncBook Server ,  enables an 
admin is t rator  to manage address book 
entr ies .  Apart  f rom the bas ic 
operat ions,  fac i l i t ies  to import  address 
or  export  addresses and search for  
addresses with in the SyncBook 
database are a lso ava i lab le .  

SyncBook Cl ient 

The SyncBook c l ient  module a l lows you 
to synchron ize your Corporate and 
Master  G loba l  Address book in  a mul t i -
locat ion IQuinox. The SyncBook c l ient 
module can be set  in  scheduled mode 
so that  per iod ica l ly  i t  wi l l  connect to  
the SyncBook Server and exchange 
data.  
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IQ-MailList 

A gener ic requi rement of  any market ing 
or iented organizat ion is  to have the 
ab i l i ty  to send personal i zed mai ls  (yet  
wi th major i ty  of  the content be ing 
same) to a group or a l i s t  of  rec ip ients .  

IQ-Mai lL is t ,  a  component for the 
IQuinox,  helps you ach ieve th is  wi th 
min imal  ef for t .  IQ-Mai lL is t  is  des igned 
to create and support  mai l ing l i s ts  for  
your c l ients and subscr ibers .   A l l  you 
have to do is  draf t  one message and i t  
wi l l  be sent  to an ent i re  l i s t  of  mai l  
rec ip ients .   In addit ion, the system can 
create a personal ized let ter  for each 
subscr iber ,  which can inc lude a l l  the 
necessary in format ion f rom your  data 
base.    

The pr imary funct ion of  the IQ-Mai lL is t  
i s  to  create campaigns for  the spec i f i c  
l i s t (s)  and send them to the rec ip ients 
who are subscr ibed to those l i s t (s) .  
Af ter  the campaign is  completed, the 
IQ-Mai lL is t  can opt iona l ly  manage mai l  
returns (bounces) /  handle some usefu l  
s tat is t ics .  

Key Benefits 

 Pub l i sh  your news le t ter  /e-magaz ine /  
ma i l ing l i s t  messages in  minutes .  

 Keep in  touch and bu i ld  s t ronger  
re la t ionsh ips wi th  your  group /  l i s t .  

 Keep your  group in formed wi th up- to-
date  in format ion.  

 No restr ic t ions  on rec ip ients ,  l i s ts  
campa igns .  A l l  un l imi ted.  

 Persona l i ze  messages wi th  persons 
name,  ema i l .  

 Stat i s t ics  on bounce,  c l icks- throughs 
and .v iews ava i lab le .  

 Tight ly  in tegra ted wi th  IQ-Ma i l .  

Disc la imer  

QLC p roh ib i t s  the  use  o f  th i s  p roduc t  in  any  
manner  assoc ia ted  w i th  the  t ransmiss ion ,  
d i s t r ibu t ion  o r  de l i ve ry  o f  any  unso l i c i ted  
bu lk  o r  unso l i c i ted  commerc ia l  e -ma i l  
( "Spam") .   

QLC does  no t  au thor i ze  the  harves t ing ,  
m in ing  o r  co l l ec t ion  o f  e -ma i l  addresses  o r  
o ther  in fo rmat ion  f rom or  th rough the  
Serv i ces .  

Unauthor i zed  use  o f  the  P roduc t  in  
connec t ion  w i th  the  t ransmiss ion  o f  
unso l i c i ted  e -ma i l ,  i nc lud ing  the  
t ransmiss ion  o f  e -ma i l  i n  v io la t ion  o f  th i s  
po l i cy ,  may resu l t  in  c i v i l ,  c r im ina l ,  o r  
admin i s t ra t i ve  pena l t i es  aga ins t  the  sender  
and those  ass i s t ing  the  sender .   

 

How IQ-MailList  Works 

At a gener ic  leve l ,  the IQ-Mai lL is t  can 
be d iv ided into the fo l lowing 
components 

 L is t  /  Rec ip ient Manager 
 Campaign Manager 
 Track ing Manager  

List  /  Recipient Manager 

In IQ-Mai lL is t ,  L is t  Management and 
Rec ip ient  Management is  done in a 
smart  and inte l l igent  manner.  The L is t  
and Rec ip ient  data are mainta ined 
separate ly .  A separate mapping index 
ident i f ies  which Recip ient  be longs to 
which l i s t .  Hence,  i t  i s  poss ib le  to map 
a Rec ip ient to more than one l i s t  very 
ef f ic ient ly .  Prov ides sca lab i l i ty  and 
stab i l i ty .   

Campaign Manager 

Campaign Management is  the core of  
IQ-Mai lL is t .  Campaign is  bas ica l ly  
creat ing of  emai l ,  ident i fy ing the l is t  of  
rec ip ients  the emai l  is  to be sent , 
test ing the emai l  output  and schedul ing 
or  manual ly  act ivat ing the mai lshot .   

For  Mai l  Campaigns which are requi red 
to be sent  per iod ica l ly  wi th very l i t t le  
change,  IQ-Mai lL is t  prov ides f lex ib i l i ty  
of  dupl icat ing a Mai l  Campaign eas i ly .  

Tracking Manager 

Track ing Manager works at  mul t ip le  
leve ls:   

 ViewTrack  
g ives deta i ls  of  which rec ip ient  has 
opened and v iewed the mai l  

 Cl ickTrack 
g ives deta i ls  on which rec ip ient  has 
c l i cked a URL wi th in  the mai l  and 
when (date & t ime).   

 BounceTrack  
t racks the bounced mai ls  and 
automat ica l ly  b locks these emai l  
address so that  in  the next  Mai l  
Campaign,  mai ls  are not  sent  to 
such emai l  address.  

Note 
V iewTrack & C l ickTrack wi l l  on ly  work 
when Mai l  Campaign is  persona l ized. 
A lso,  the IQuinox machine needs to 
have a f ixed Internet  IP Address and 
the http port  needs to be access ib le 
f rom the in ternet .  
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Archive Management For IQ-Mail  

Over the past  years ,  emai l  has become 
a pr imary channel  of  bus iness 
communicat ion.  Today emai ls  prov ide 
organizat ions wi th a fast  medium of 
convey ing bus iness correspondence.  
S ince emai ls  have become the 
e lectron ic  subst i tutes of  lega l  bus iness 
documentat ion,  the in format ion be ing 
passed on through th is  e lectron ic 
correspondence const i tutes a record. 
Consequent ly ,  such correspondence 
must  be reta ined for  a min imum per iod 
of  t ime,  of ten estab l i shed by statutes.  

An emai l  arch ive is  a  repos i tory 
genera l ly  kept  in  a non-product ive 
env i ronment to prov ide secure 
preservat ion of  emai l  for  compl iance 
and operat iona l  purposes.  A ‘ t rue ’  
emai l  arch iv ing system automat ica l ly  
s tores ( in  a secure area) the message 
contents  and at tachments f rom 
incoming/outgo ing emai ls  and af ter 
indexing.  Th is  ensures that  arch ived 
records are mainta ined in the ir  or ig ina l  
s tate.  Emai l  arch iv ing management 
system shou ld be ab le to t race a mai l  
wi th l imi ted informat ion in the quickest  
poss ib le  t ime.  

F i le  Based Emai l  Arch iv ing,  an opt ion 
ava i lab le  in  IQuinox,  systemat ica l ly 
saves the raw mai l  data which can be 
accessed la ter  as per  the sett ings 
conf igured.   

Arch ive-Management For  IQ-Mai l  (AM 
For IQ-Mai l) ,  i s  an add-on module to 
IQ-Mai l  that  wi l l  he lp search for  
spec i f i c  mai l (s)  in  f i le  based arch ive 
fo lders .   

The two important  funct ion of  AM For 
IQ-Mai l  are 

 Search & Re- in ject  
G iven cer ta in parameters ,  t race a 
mai l  f rom the Arch ive Fo lders 
wi thout  d i f f icu l ty .  Hav ing t raced the 
mai l ,  re- in ject  the mai l  back into 
the system i f  requ ired.  

 Recreate Mai lbox  
a  mai lbox of  a  user  may be created 
for  a spec i f ic  per iod i .e .  re-send a l l  
the mai ls  rece ived by the user  
whether he had rece ived them 
d i rect ly  or  through some forward ing 
or  through some ru le .  

 

 

How AM For IQ-Mail  Works 

Search & Re-inject 

Fac i l i ty  wi l l  be prov ided to search the 
mai ls  based on  

 Mai l  Headers  
(From, To,  Cc,  Subject) 

 Mai l  Body  
( f ree form text  search) 

Mul t ip le  condi t ions (up to a max of  
three) and the i r  combinat ions thereof 
(and /  or  /  custom-def ined) may be 
spec i f ied.  

Once the mai l (s)  which match the 
cr i ter ia  spec i f ied are located,  the same 
are d isp layed.  The admin may v iew 
each mai l  at  a t ime. 

For  each mai l  be ing v iewed, the 
fo l lowing opt ion wi l l  be prov ided,  

 Send A l l   d is t r ibute the mai l  
aga in to a l l  or ig ina l  rec ip ients  

 Send Se lect d is t r ibute the mai l  
aga in to se lect  or ig ina l  rec ip ients  

 Send New  d is t r ibute the mai l  
but us ing the address l is t  spec i f ied 

 

Recreate Mechanism 

The recreate mechanism wi l l  be based 
on the date range and user log in .  

For  the date range spec i f ied (no l imi t  
for  the date range),  the system wi l l  go 
through the mai ls  for  a l l  the arch ive 
fo lders wi th in the date-range.  

I f  any mai l  was ear l ier  de l ivered to the 
user ,  that  mai l  wi l l  be re-generated / 
in jected in  the spool  wi th on ly  one rcpt  
(whose mai lbox is  be ing recreated).  
Dur ing “recreate”  a l l  the mai ls  
(whether  rece ived d i rect ly  or  through 
some forward ing or  through some ru le) 
rece ived by the user  wi l l  be re-
generated.  

Key Benefits 

 Enforce compl iance of  emai l  s torage 
and arch ive laws 

 Keep arch ived mai l  data conf ident ia l  
wi th restr ic ted access.  

 Addresses prob lems assoc iated with 
Personal  Arch ives 

 Opt imized storage and thus reduced 
backup cost/ t ime 

 Quick search resu l ts  leads to 
increased user product iv i ty .  
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IQ-Mail  MIS / IQ-Web MIS 

IQ-EMai l -MIS (IQ-EMIS) & IQ-Web-MIS 
are monitor ing modules des igned to 
contro l  emai l  use and internet  in  the 
corporate network.  IQ-EMIS analyzes 
emai l  log f i les  and prov ides the 
deta i led reports about  pr ivate and 
bus iness emai ls  coming to and f rom the 
corporate network.  S imi lar ly  IQ-WMIS 
ana lyzes web log f i les  and prov ides the 
deta i led reports  about  URLs accessed / 
f i les downloaded by the users with in  
the network.  The reports  have a wel l -
def ined layout  and de l iver in format ion 
in a cr isp and c lear  manner.  

IQ-EMIS module is  a so l id  so lut ion 
against  f r ivo lous employees who 
undermine corporate d isc ip l ine and 
decrease product iv i ty  by sending and 
rece iv ing non-work re lated emai ls .  I t  
can a lso help reduce the damage f rom 
the bandwidth misuse which costs 
companies in  f inanc ia l  terms.  

IQ-WMIS module is  an equal ly  so l id  
so lut ion against employees who misuse 
corporate internet  connect iv i ty  and 
decrease product iv i ty .  I t  a lso he lps 
reduce the damage f rom the bandwidth 
misuse which costs companies in  
f inanc ia l  terms.  

Based on the above reports  corporate 
emai l  /  in ternet  usage po l icy can be 
enforced;  b lock ing the unwanted mai ls  
can be done;  non-product ive URLs can 
be b locked; and the bandwidth can be 
saved.  

Working & Mechanism 

IQ-EMIS module moni tors  the logs of  
outgo ing,  incoming and interna l  mai ls  
and stores the re levant  data in  the 
database for  s tat i s t i ca l  query. 
S imi lar ly ,  IQ-WMIS module monitors  
the logs of  a l l  the protocols  and stores 
the re levant  data in  the database for  
s tat is t i ca l  query 

Both IQ-EMIS & IQ-WMIS parses the 
re levant  log f i les  generated and 
updates the i r  respect ive database at  
[a]  change of  the day [b] the f i rs t  
s tartup of  the day.  Th is  ensures that 
there wi l l  be l i t t le  impact  on the main 
mai l ing system which is  cr i t i ca l .   

A separate l i cense is  requi red for 
enab l ing IQ-EMIS & IQ-WMIS. Number 
of  user  l i censes must  be same as IQ-
Mai l  /  IQ-Web. 

 

Reporting Options 

IQ-EMIS Standard Report Options 

The fo l lowing standard report  opt ions 
are ava i lab le:  

1 .  Emai l  Deta i ls  -  Sender Report  

2 .  Emai l  Deta i ls  – Rec ip ient  Report   

3 .  Top Summary -  Senders For A User 

4.  Top Summary -  Rec ip ients For A User 

5.  Externa l  Emai l  Sender Deta i ls  Report  

6 .  Externa l  Emai l  Rec ip ients  Summary 
Report  

7 .  Externa l  Emai l  Sender /  Rec ip ient  
Summary Report  

 

IQ-EMIS Exception Reports  

The fo l lowing except ion report  opt ions 
are ava i lab le:  

1 .  ACL Restr ict ion Report  

2 .  RBL Restr ic t ion Report  

3 .  SMTP Sender B lock Report  

4 .  SMTP Rec ip ient B lock Report  

5 .  POP3 Sender B lock Report  

6 .  SMTP Max S ize Restr ic t ion Report  

7 .  Ant iSpam Download Restr ic t ion Report  

8 .  SMTP Max Va l id  Rcpt  Restr ic t ion 

9.  SMTP Max Inva l id  Rcpt  Restr ic t ion 
 

IQ-WMIS Standard Report Options 

The fo l lowing standard report  opt ions 
are ava i lab le:  

1 .  Internet Access Deta i ls  – Report  

2 .  URL Based Reports/Stats  

3 .  User Based Reports/Stats  

4 .  Top Summary -  URL Based Reports  

5 .  Top Summary -  User Based Reports  
 

IQ-WMIS Exception Report Options 

The fo l lowing except ion report  opt ions 
are ava i lab le:  

1 .  Accessed Blocked S i tes  Report  

2 .  Authent icat ion Fa i led Report  

3 .  Download Restr ict ion Report  
 


